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GDPR Explained

“GDPR is a complex set of regulations
specifying how organizations must protect
EU citizens’ personal data. Here are six
fundamental principles of the GDPR.”

Expands and standardizes data protection rules across
entire European Union

Gives EU citizens “ownership” of their personal data

Broadly defines personally identifiable information (PlI)
“any data that can be used to identify a person”

Organizations must seek permission from citizens to use
their personal data
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GDPR Explained

EU citizens can withdraw right of an organization to use
their personal data

EU citizens can monitor the use of their data, decide who
can use it, and can demand its return to them

In summary: they have the right to be “forgotten”




Key GDPR Mandates

“GDPR is complex but the key mandates can
be broken down to eight major points.”

1. Big Fines

GDPR compliance violations can be huge: 4% of global
revenue or €20 million whichever 1i1s greater

2. Data Protection Officer Required

Oorganizations >250 employees must have Data
Protection Officer who will be personally 1liable for
data breaches

3. Strict Breach Notification

Oorganizations must notify authorities =
4+ within 72 hours of a data breach “;!_w. eeeee




Key GDPR Mandates

4. Global Reach

Any organization anywhere i1n the world collecting EU
citizen personal data must comply

5. Comprehensive Monitoring and Security Controls

Oorganizations must establish strict PII access
monitoring, documentation, and security controls

6. On-Demand Demonstration of Data Security

Organizations must be able to demonstrate their data
protection process at any time




Key GDPR Mandates

7. Data Protection Impact Assessment

Oorganizations must assess the scope, purpose, and
sensitivity of data processed

8. Applies to Organization Affiliates

GDPR rules apply to a company’s partners, vendors,
subcontractors, and cloud providers who store or
access PII




GDPR Compliance
is Challenging

= GDPR compliance violations can be big
4% of revenue or €20 million whichever is greater

= GDPR requirements are complex
= Data environments are large, complex, and distributed

= PIl is often stored in many applications and
databases across the enterprise
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Monitor - Detailed audit/alerting of Pll usage — “Who, What,
Where, When and How”

Report/Analyze - Out-of-the-box GDPR compliance reports
and alerts. Analysis of users, organizational context,
applications, PIl access for audit and breach forensics

Protect - 70 granular access policies automatically mask or
block inappropriate access to PlI



GDPR Data Protection
and Compliance Solution
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Compliance Reporting
and Analytics

Unobtrusive
Comprehensive
Quick to Install

Low Admin Effort
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Establishes “business context” for comprehensive,
accurate compliance and effective protection

Who ?
User? —> App ? —> What Data? T
Where ?

SCaputo
— > |Business; . gent Budget Report —
® Objects .
* 2 Finance Department

Milano Office
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Addresses Five Critical GDPR Requirements

Y B SH 2 0O

Impact Purpose Data Incident Breach
Assessment Limitation Protection Response Notification

(Article 35) (Article 5-1b) (Article 5-1f) (Article 5-2) (Articles 33/34)
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GDPR Impact Assessment — organizations need to conduct
audit of what is PII, how it is used, and by whom to confirm
and attest they are GDPR-compliant

Teleran addresses by:

« Enabling a “GDPR Readiness Assessment” by
discovering sensitive PII and auditing/documenting
who 1s accessing PII, with which application, and
for what purpose

« Applying appropriate data masking and access
control policies to protect PII, ensure compliance
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GDPR Data Protection
and Compliance Solution

GDPR Data Protection Impact Assessment
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& Megative lssue Activity (96)

GDPR Readiness Dashboard

Application exe
| % Megative lssue Activity

SQLDEVELOPER.EXE

Exception Analysis Exception SQL Analysis Filters Statistics
Cverall Azzessment L XL Distinct SQL Total
Large “olume . Diata Pattern Tranzadion Cuery istinc Executes
T i DMLDOL [H Ervars hiLttiple s Chenge | Patemchege  SELECTY SUBSELECT o Bl
©c @€ O e e O e O O " 2
COwerall ssessment 5| X8
Large “oume ; Diata Pettem Transaction Giuety Po—
Trarsactions ChiLTOL DBErrors Multilpde IPs Chenge Pattern Change SHECT* Sub-SEECT Complesty Application exe Total Executes
27% 133% 25% 4.8% T2a% 130% 130% 5.5% 7.5% SOLPLUS EXE BET
FOTMEXE )
SELOEVELOPER EXE 29
Neqative |ssue Activity X
Large Volume - Data Pattern  Transaction - Query FERL EXE e}
e e DML/DLL DB Errors Multiple IPs Change Patiern... SELECT Sub-SELECT Complexity
OXcEL BXE @ @€ O @@ & 0O @ O O reswmmmee an
sopservercLOBE () Q @) (] (] Q ®) @) O WA COESS EXE 240
MSACCESS.ER O ¢ O 0 e O 0 o O o« e
o e ® ¢ O @ 0 O O O O e e
PeRLEE O @€ O e e o0 e o o
PYTHONEXE ® ¢ O O e 0 e o O

SQALPLUS EXE
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Purpose Limitation - personal data use must be limited to
stated purpose and no other

Teleran addresses by:

« Auditing PII access to ensure 1t 1s limited to
stated use and no non-compliant access 1s occurring

« PII protection policies enforce purpose Timitation
by allowing only authorized users to access PII

« All other attempted access i1s prevented
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GDPR Purpose Limitation Monitoring

Sensitive Tables A Sensitive Column Data Access Analysis
Aect_Fact 28
HR_Fait an
Sensitive Columns A
Birth_Date a
Bonus_Rate 8
\arital Statis 11
0S Users A
BLOMDO an
HHILTOM 110
FMCGILL a
RICETA 110
BLOMDO HHILTOM RICETA FMCGILL
Application A M 05 Users
Arrpss e 110

Report showing sensitive column data access
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Purpose Limitation PII Access Controls

Policy Selector | Variable Analysis | CategaryAnalysis | Glossary | Advanced Filters @
Compliance and Security s Calumnn Filter Requirement Relational Operator Restriction
Policies IM List Lirnit SELECT Restriction
ves 13 Jair Lirmit Self-join Restriction
no 2 Join Requirement Table Join Reguirerment
Join Restriction Table Requirerment
Large Table Restriction WHERE Requirernent
MWOT IM Restriction z.not in use
BET'WEEN Range Limit Partition Access Requirernent
Policy Groups and Descriptions ax
Prolicy Marme @  |Policy Description LUse Casels) User Message Rule
) This policy prevents gueries from executing on < TABLE: without a fikering |Use this policy to prevent inefficent gueries from access tools
:Sfthr?;;g: condition urless the query is issued by <APPLICATION= by <USER= and  (ike MS Access in which users can easly launch queries with no Icr;r?éi%nfo(ra %iir?ge;?ngﬁ ;LEPASLSI;TJ you must use a 244
«DATA SCURCE=, caonditions. g '
- |Th|s palicy prevEnts gueries on < TABLE = if the guery contains < COLUMMN:- L . ccess to < TAELE= <COLUMNS s not nermitted. If
Restrict] H H H
Data Masking Datasource, Schema, Table, Column, Use this policy to mask
— Sensitive Category, Mask sensitive columns.
= n " P HLLE i TROLC, LU =gl Ty
CDIurn_n _ Th_|s p_ohcy prevents two <COLUMMS: that exist in separate tables from same gLery, <TABLE> <COLUMN: 5 not permitted together, If
Combination being in the same guery by <DATA SOURCE> and <USER =, Mote: Colurmns o1 balievs you should have access. nieass contact 263
Restriction must exist in different tables. This policy not to be used with groups. (s, Comnbining customer name and account number, or social your adminis\érator + P
securty number with mother's maiden name) i '
LUse this policy to prevent the use of a column as a filter or
Colurin This policy prevents gueries on < TABLE:= from containing a iteral compare §€Qi§;2n|2wlqi d?s;ig{ecifni;srtﬁa\f\rﬁlt‘é;;fga:nzr;;\gc'rﬁﬂtg; “four query has been blodked because it contains a 994
Restriction on <COLUMMN by <USER =, sets or prevent acces: to data where fitering on this calumn literal compare on <COLUMN:,
may cormpromise data access riles,
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Purpose Limitation PII Access Control

Insurance Customer Analysis

§ 3 5~ | ) new » & [ send + [ Myinfoview | Searchtile « |
Segmentation Report
OB - | 6 | B ~ | @EditQuery‘ [Z] Edit Report | Comp-l Tance
e @ﬁgl@i“ddQuervl"'f|’ﬁ_.“f‘?“"9|s&i Message to
. Data ' properties l l ‘*1 Reculk Nhisrks L L
B 3 vcb intcligence «|| application user
Customer Table -
+1-  Geography @ GDPR Compliance Message i at t e m p t TN g t O
+ _@ Address . .
'{@ Product Your query violates GDPR Compliance Policies daCCesSsS Ssensi t Tve
-{@ Payment because it attempts to access sensitive customer
@] premium information. Contact the Bl Helpdesk or Compliance d at a

Office for more information. AIW+10901

Close I Help |
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Data Protection — personal data must be secure and remain
unchanged. Security audits must be documented

Teleran addresses by:

« Monitoring access to ensure personal data 1is
unchanged or destroyed

« Audit reporting documents data security and
integrity measures are in place

« Data protection policies prevent data manipulation
or destruction of personal data
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Data Integr1ty Report1ng and Contro1s
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Application exe Select Insert Update Delete DDL DML _ | |Application exe
Totals 59,885 3,432 572 132 1295 144 i
SQLBUILDER.EXE 3 0 0 0 0 0 | | DATABASEBROWS...
ODBCAD32.EXE 10 0 0 0 0 0 JAVA EXE
QV.EXE 28 0 0 0 0 0
ORAMANAGER EXE 36 0 0 0 B 0 JREW.EXE
TOAD.EXE 116 0 0 0 0 0| [NAVICAT_LITE.EX..
DATABASEBROWSER.EXE 248 0 0 0 13 0 ODBCADI2 EXE
JREW.EXE 571 0 0 0 33 0
NAVICAT _LITE EXE 956 290 1 0 66 0 | [ORAMANAGER.EXE
JAVA EXE 2,009 0 0 & 179 0 QV.EXE
SQLPLUSW.EXE 371 56 2 0 40 2
SQLTOOLS.EXE 18,746 1,564 53 2 3 49 LR ILDERENE
SQLPLUS.EXE 36,791 1,522 511 124 617 93 SQLPLUS.EXE

h . . . j SQLPLUSW.EXE /&h

Delete
Update
Insert
Select

DELETE
Restriction

Prevents queries containing DELETE
on <TABLE> or <COLUMN>.

Use this access policy to
prevent deleting sensitive data.
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Breach Identification / Notification — organizations need to
put in place process to be aware of and notify authorities
and citizens if and when a breach occurs

Teleran addresses by:

« Identifying and alerting staff to suspected or
actual data breaches

« Documenting breach for purposes of notification and
preventing further breach activity

« Applying additional data masking and access control
policies to prevent future breaches
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Suspicious Activity Alerting

---Security Alert---

From: Teleran [mailto:501458408@chicisapp429v.corporate.gr.com

Sent: Saturday, July 23, 2019 3:22PM

To: rsimone@gr.com

Subject: GDPR Compliance Event Alert

Exception Activity: INSERT sensitive data to TEMP TABLE queries run 7/23/19 3:20 PM by User ID: DB
Administrator.

Download event report pdf.
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Data Breach Identification

Suspicious Activity Dashboard ' E:xception Analysis Exception SQL Analysis @ | Filters | Statistics
Cwerall Szzessment A Distinct SQL Total
Large “olume . Data Pattern  Transacion ~ Query Executes
Tranzaction DhLDDL [E Errars huttiple IP= Change Pttern Chenge SELECT * Sub-SELECT Complesity
@ ¢ ¢ o0 o O o o o . -
Crverall Azzessment an 200
Large “Woume ; Data Pattern Transaction Giuery -
e DMLICOL DB Errors Muttilie Pz Cheoge Patton change | SEECTY SUeSRECT i, Application exe @ Total Executes
0.0% 196% B.5% 0.0% &7 % 4.5% B.5% 10.9% 19.6% MEACCESS EXE 240
P i T Negativa |ssue Activity 2N
& Meogtive [ssue Activity (%) -
T Large Volume . Data Pattern  Transaction . Query
s T 2 Application ex _e ® Transactions DML/DLL DB Errors  Multiple IPs Change Patiern... SELECT Sub-SELECT Complexity
i @ ¢ O o0 e o o o o

Suspicious Activity Dashboard identifying the possible
GDPR violation of accessing and moving sensitive data
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Data Breach Forensic Audit Documentation

Suspicious Activity Dashboard Exception Analysis | Exception SQL Analysis | Filters | Statistics
SQL Text I HEO
INSERT INTO SH.CUSTOMERS_TEMP WALUES ('23258", 'Marshall', 'kahn', 'M', 1243, 'married', '77 West Guthrie Avenue', '48346',
‘Mama', '31585' 'FL', 52835 527580 \17-634-7770', 'B: 30,000 - 43,395 1500, 'Kahn@company.com', 'Customer total', '82772' nul..
INSERT INTO SH.CUSTOMERS_TEMP WALUES ('23258', 'Marshall', 'Kahn', 'M', '11943', 'married', '77 West Guthrie Avenue', '48346",
'Moma', '531985', 'FL', '52595' '52750', '417-634-7770', 'B: 30,000 - 49,999' '1500", 'Kahn@company.com', 'Customer total', '52772', nul...

SQALPLUS EXE 130

SQLPLUS EXE 130
INSERT INTO SH.CUSTOMERS _TEMP WALUES ("30411", 'Molita', 'Banas', 'F', "1948", 'single’, '87 South Luguillo Avenue', '7 2596",

SQLPLUS EXE 131 ‘Scheveningen' 'S2298 Yid-Hollang' SeFE1 EETTN 208 FRF-R2Aa ' 110 000 - 199 8999 SA00' 'Banas@ennnany COm'
SQLPLUS EXE jar INSERT INTO SH.CUSTOMER S TEMP “ALUES (30411, Malita’, 'Banas’,
SOLPLUS BXE . T, 1945 ‘'single’, 57 South Luguillo Avenue’, Y2998 "Scheveningen’,

: B2290", Zuid-Holland', 92771, 82770, 299-767-6233", 'F: 110,000 - -
SULPLUSERE %2129 999, ‘3000, 'Banas@company.com’, 'Customer total', 92772, null, ..
SOLPLUS EXE o TO DATE(MS95-01-01 00:00:00°, %Y Y -hhd-D0 HH24:M1: 557, null, 1

ALTER TAEBLE sh.customers_TEMP

SQLPLUS EXE DISABLE constraint customers_country_TEMP_fik

Documentation of compliance violation. Inappropriate
access and movement of PII to temporary database table
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Summary: Teleran Addresses 5 Critical GDPR Mandates

Impact
Assessment

(Article 35)

Audit where PII
exists, how used,
by whom.

Identify /
remediate gaps

Teleran Solution

Discovers and
classifies PII.
Audits who
accessing PII to
identify /
remediate
compliance gaps

Automatically
applies data
masking access
control policies
to protect PII
and ensure GDPR
compliance

Purpose
Limitation

(Article 5-1 b)

Confirm PII
use Timited to
stated purpose
and no other

Monitoring
documents
adherence to
purpose lTimits

Data masking
and access
controls
enforce
Timits,
prevent
inappropriate
use/users/apps

Data Security
& Integrity

(Article 5-1f)

Protect PII
from unlawful
use,
manipulation,
destruction or
loss

Monitoring /
controlling PII
access and use
to ensure
protection

Delivers
masking sand
access policies
to prevent:
illegal data
use, data
manipulation,
destruction

Accountability &
Documentation

(Article 5-2)

Demonstrate and
document
compliance
processes

Audit reports
demonstrate,
document
compliant PII
access /
control

PII masking and
access control
and testing
processes prove
protection
measures and
GDPR-compliancy

Breach
Notification

(Articles 33/34)

Establish process
to: Identify data
breaches. Notify
authorities /
citizens of
breach

Identifies and
alerts to
suspected or
actual PII
breaches

Documents breach
activity for
notification.
Applies new
masking and
control policies
to prevent future
Tike breaches
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GDPR Data Protection
and Compliance Solution

= What is your GDPR compliance strategy?

= Schedule a Teleran GDPR Data Protection Readiness
Assessment now to establish your GDPR roadmap

www.teleran.com
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